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1
Decision/action requested

This contribution provides details on the activation of PC5-RRC security. 
2
References

[1]
TR 33.836 v0.3.0 Study on Security Aspects of 3GPP support for Advanced V2X Services
3
Rationale

At the last meeting an editor’s note was added stating that the details of establishing PC5-RRC are needed.
Since the termination points of both PC-S and PC5-RRC at each end are same (unlike AS and NAS security for regular 3GPP access), the selected algorithms for PC5-S can also apply for PC5-RRC. Hence there is no requirement for a second negotiation to establish PC5-RRC security. In effect the PC5-RRC security is established by a successful Direct Security Mode command procedure.
This analysis is reflected in the below pCR.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.8.2
Solution details

This solution assumes that there are keys in the UE that are related to an application that can be used for the purposes of providing security for that application. These keys do not have to belong to a specific application but could be used for several applications (whether these different apps run over the same PC5 bearer or not is outside the scope of this solution). 

Editor’s Note: Any issues in the application layer key material not being known to the operator.

The solution is to not standardise a particular method of generating KD but rather provide a framework and available IEs in the PC5 signalling in the 3GPP specification to allow multiple methods of establishing KD to work. This is in effect a future proof approach to establishing V2X security at the PC5 layer by taking advantage of the effort of multiple standards fora. It means that any methods for establishing KD could be quickly deployed without the needs for standardisation work in 3GPP. 

The below message flows assume the security properties of ProSe one-to-one-link establishment in terms of handling KD ID, establishment of KD-sess etc – see clause 6.5 of TS 33.303 [6]. The interface between the application layer and PC5 layer internal to the UE is not proposed to be standardised. They are shown to clarify the responsibility of each layer.

The Key_Est_Info in the below flow carries the necessary information for the application layer to establish the keys. At each step of the flow (and the possible multiple times that step 3 can be run), the Key_Est_Info contains different data required for key establishment at the application layer, but such data is transparent to the PC5 layer. 

The following figure shows the message flows for establishing security at PC5 using the key established at the layer above PC5.
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Figure 6.8.2-1: Message flow for the establishment of PC5 security using app layer keys

The steps are as follows:

1. 
The application layer in vehicle 1 determines it needs to establish a PC5 connection with vehicle 2.

a.
The application layer sends the relevant Key_Est_Info to the PC5 layer. 

b.
The PC5 layer of vehicle 1 sends the Direct Connection Request message including the Key_Est_Info received from the application layer to vehicle 2.

c.
The PC5 layer in vehicle 2 passes the received Key_Est_Info to the application layer in vehicle 2.

2. 
This step is optional and is omitted if the establishment of KD is completed without needing further information from vehicle 1. In such a case, step 3 is also omitted and the flow proceeds with step 5. 

a.
The application layer in vehicle 2 sends Key_Est_Info to the PC5 layer of vehicle 2. KD is also be sent if available. 

b.
The PC5 layer in Vehicle 2 sends a Direct Auth and Key Establish message (see clause 6.5.5.2 of TS 33.303 [6]) including the Key_Est_Info to vehicle 1. 

c.
The PC5 layer in vehicle 1 passes the Key_Est_Info to the application layer of vehicle 1.

3.
This step is optional and is omitted if the establishment of KD is completed without needing further information from vehicle 2. If used, it can be repeated multiple times and is a step 4 (with mandatory Key_Est_Info) followed by a Step 2.

4.
This step is only used if step 2 is performed.

a.
The application layer in vehicle 1 sends Key_Est_Info to the PC5 layer in vehicle 1 if further information from vehicle 1 is needed to complete the establishment of KD. KD can also be sent if available. 

b.
The PC5 layer of vehicle 1 sends the Key_Est_Info (if any) to the PC5 layer of vehicle 2. 

c.
If any Key_Est_Info was received, the PC5 layer of vehicle 2 passes the received Key_Est_Info to the application layer of vehicle 2.

5.
Step 5a is only needed if steps 2 to 4 were omitted or step 4c was performed.

a.
The application layer in vehicle 2 sends Key_Est_Info if any further information from vehicle 2 is needed to complete the authentication to the PCS layer of vehicle 2. KD can also be sent if available.

b.
The PC5 layer of vehicle 2 sends a Direct Security Mode Command to the PC5 layer of vehicle 1 including any Key_Est_Info provided if any in step 5a. 

c. If the Direct Security Mode Command contained Key_Est_Info, then the PC5 layer of vehicle 1 passes this onto the application layer of vehicle 1.

6.
 Step 6a is only needed if step 5c was performed.

a.
The application layer in vehicle 1 sends KD to the PC5 layer in vehicle 1.

b.
The PC5 layer in vehicle sends the Direct Security Mode Command to the PC5 layer of vehicle 1. At this point, the PC5-RRC and PC5-S signalling protection are successfully activated. 


NOTE 1: PC5-RRC will use the same algorithms for confidentiality and integrity protection that were chosen for PC5-S. Hence, from this point, both PC5-S and PC5-RRC messages can be confidentiality and integrity protected except further Direct Security Mode Command messages which will only be integrity protected using the new security context. 
7.
The PC5 layer in vehicle 2 responds with the Direct Communication Accept message

The Key_Est_Info is a transparent container as far as the PC5 signalling is concerned, i.e. the PC5 layer does not need to understand the contents. Between the PC5 layer and the application layer on the vehicles, the information contained in Key_Est_Info can be passed in an implementation specific manner, e.g. as one block or several IEs.
**** END OF CHANGES ****

